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1 | INTRODUCTION

Vehicular ad hoc networks (VANET)' are a key enabler of intelligent transportation system (ITS).” Communication in
VANET is done among vehicles and other capable wireless devices (road side units [RSU], pedestrian smartphones,
and other vehicles). Each of these nodes can have a role either as a wireless router or as an end-host, supporting various
types of communications. Due to the potential of VANET in improving traffic efficiency, road safety, and comfort to
drivers and passengers, it has become an active topic for research and standardization.
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Many of the current VANET routing protocols are TCP/IP based. The TCP/IP protocol stack is host-centric; that is,
the main communication element is the host. However, current communications are content-centric based; that is, the
main element for communication is the content, not the host. This shift in communications poses new challenges to IP-
based networks. This fact demanded the development of new architectural paradigms capable of supporting natively
this new reality. Among the several proposed content-centric architectures, named data networking (NDN), a particular
implementation of content-centric network (CCN), has been considered as the most promising solution.>*

The core characteristic of NDN is the identification of contents by name. This characteristic provides the separation
of the content identity from its physical location. Moreover, this characteristic provides the possibility for caching and
ubiquitously sharing contents in the network. Caching and routing contents by name opens a myriad of opportunities
for node mobility and network scalability, key properties for VANET. In fact, considering both characteristics of NDN
and VANET, there is an enormous potential of advantages on realization of NDN-based VANET. The combination of
both technologies is an exciting topic and one on which recent developing efforts are being put forward.

A quick web search has shown that although several solutions were proposed for improving VANET by NDN, still a
scarce number proposed solutions focus on routing. Caching is one of the main properties of content-centric networks.
The characteristics and the applications of VANET, security, and privacy are key concerns. Thus, these topics also
demand a special attention. The need to access the main gaps on improving VANET by NDN motivated the develop-
ment of the this work.

We develop this work with the aforementioned aspects in mind, and with the focus on attaining the objectives pres-
ented next. To provide an easy reading, we present in Table 1, the list of used acronyms in this paper.

TABLE 1 List of used acronyms

Meaning Acronym
Access point AP
Base station BS
Bloom filter BF
Cache hit ratio CHR
Cache pollution/poisoning attack CPA
Content-centric network CCN
Content name CN
Content store CS
Cluster head CH
Delay tolerant networks DTN
Distributed denial of service DDoS
False information injection attack FIIA
Forwarding information base FIB
Global position system GPS
Hierarchical BF routing HBFR
Hidden Markov model HMM
Information-centric network ICN
Integer linear programming ILP
Intelligent transportation system ITS
International Telecommunication Union ITU
Internet of vehicles IoV
Interest flooding attack IFA
Interest satisfaction ratio ISR
Inter vehicular communication IvC
Longest prefix match LPM
Mobile edge server MES
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TABLE 1 (Continued)

Meaning Acronym
Mobile ad hoc networks MANET
Named data networking NDN
Negative acknowledgment NACK
NDN forwarder daemon NFD
Pending interest table PIT
Privacy violation attack PVA
Quality of experience QoE
Quality of service QoS
Research question RQ
Residual lifetime RL
Round trip time RTT
Software defined networking SDN
Vehicle to everything V2X
Vehicle to infrastructure V2I
Vehicle to vehicle v2v
Vehicular ad hoc network VANET
Vehicular content-centric networks VCCN
Vehicular named data networking VNDN
Vehicular social network VSN
Virtual nodes VN
Wireless sensor networks WSN

1.1 | Objectives

The purpose of this study is to survey the existing contributions on the feasibility of improving the performance of
VANET using NDN. Several similar studies exist but as we explain later, they focus in forwarding, or when including
other topics such as routing, they treat forwarding and routing interchangeably. Differently, We limit our focus on the
solutions for improving VANET by NDN-based routing (not forwarding), caching, and security. From the findings, we
also propose the possible lines for further development in the aforementioned topics. This purpose is attained by per-
forming a research based on a systematic literature review (SLR), which covered a period from 2010 to 2021.

1.2 | Main contribution

Although several surveys have been performed on the improvement of VANET using NDN, the topics likely to be cov-
ered were not completely or even individually fully surveyed. Thus, we proposed to close the existing gaps. Given that
routing and forwarding in NDN are two planes completely separated and likely to be developed separately,” and consid-
ering that the majority of the related surveys treat these two topics indiscriminately, a survey focusing on bringing the
real state-of-the-art of routing in order to provide a clear figure of what has been done is still missing. More precisely,
we intent to survey solutions applying routing protocols for NDN-based VANET, not those using pure forwarding, that
is, broadcast mechanisms.

In summary, our main contributions include the following: (1) We highlight the need to differentiate the control
and data planes in NDN, specifically in case of VANET; (2) given that several surveys focusing on topics including
forwarding has been performed, we survey the specific solutions for NDN-based routing. Note that although we scruti-
nized each of the related work, extracted and discriminated forwarding from routing solutions, none of the related sur-
veys present any routing proposal developed after the year 2019; (3) related work surveyed the topic on caching;
however, we felt the surveys were not sufficiently comprehensive (several solutions in the surveyed period were left
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apart); thus, we closed this gap complementing this topic; (4) surveyed solutions for security are scarce; thus, we also
close this gap; and (5) we try to present more precisely the open challenges and future roadmap.
Table 2 (Section 4) shows the summary of the related surveys and their limitations/gaps, which we try to close.

1.3 | Outline

The remaining of this paper is organized as follows: Section 2 the overview of VANET, and Section 3 presents an over-
view of NDN. Section 4 presents the related work. Section 5 presents the systematic literature review methodology,
which will guide this survey, and the data extraction and synthesis of the selected papers. Section 6 presents the main
improvements applied to VANET by using NDN. Section 7 presents the conclusions.

2 | OVERVIEW OF VEHICULAR AD HOC NETWORK

VANET is a specific area of networking that has been under intensive research from both academia and industry, due
to its foreseen importance to the development of ITS. In fact, the main purpose of VANET is to provide ubiquitous con-
nectivity to mobile users and efficient vehicle-to-vehicle (V2V) communications in order to enable ITS.® VANET is a
particular case of mobile ad hoc network (MANET) and presents specific characteristics that make it differently chal-
lenging compared to the latter, as presented in the next section.

2.1 | Architecture

Communications in VANET are based on the following three network scenarios: (1) V2V or pure ad hoc—which refers
to the communication only between mobile nodes, in an opportunistic or ad hoc manner. This scenario is essentially
important in environments where fixed infrastructures are inexistent or where the communication cannot allow the
delays produced by routing through the infrastructure; (b) vehicle-to-Infrastructure (V2I) or cellular/WLAN—which is
created between mobile vehicles and the static infrastructure (e.g., RSU or base stations [BS]) in the network. The static
infrastructure is mainly used for routing or as cellular gateways and WLAN access points (AP) to provide Internet; and
(c) vehicle-to-everything (V2X)—the hybrid model where the communication can occur from the mobile vehicles to
every capable node in the network, and vice-versa.®’

2.2 | VANET proprieties

The main properties of VANET are” (1) ad hoc network—an ephemeral network with no previously defined structure;
(2) predictable mobility—the RSU/BS are static. The vehicle trajectory is constrained by the topology and the layout of
the roads; (3) highly dynamic network topology—although the mobility is predictable, the varying directions taken by
the vehicles result in a short life duration of links among nodes (i.e., the nodes present intermittent connectivity). This
characteristic is predominant on highways where vehicle speed can go up to 200 km/h® (4) large-scale network—
VANET could cover a very large area, from a neighborhood to an entire city; (5) ability to provide continuous power
and high computational capability—the power and computational ability of the nodes (vehicles and RSU) in VANET is
not a constraint. The nodes are equipped with a variety of computational resources such as sensors, storage, GPS, and
processors’; (6) partitioned network—the network traffic varies depending on the considered area: rural, suburban or
urban. As one move from the rural to the urban area, the network traffic tends to be higher, but the traffic speed of the
vehicles will be moderate compared with the rural area.

2.3 | VANET applications

VANET applications are quite vast that various authors end up classifying them differently. For instance, the European
Telecommunications Standards Institute (ETSI)'® has identified a Basic Set of Applications (BSA), classified and grouped
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them into the following classes: (1) cooperative road safety—to improve the road safety, decreasing the number of road
accidents; (2) cooperative traffic efficiency—to improve the traffic fluidity, that is, these applications produce or collect
urban monitoring information and share data of common interest in order to improve vehicle mobility within the pub-
lic roads; (3) cooperative local services; and (4) global internet services. Both classes in (3) and (4) aim at advertising and
providing on-demand information to passing vehicles on either a commercial or non-commercial basis, including info-
tainment and comfort. To simplify the classification, these classes can be broadly grouped into the safety (i.e., the coop-
erative road safety) and the non-safety (i.e., the cooperative traffic efficiency, cooperative local services, and global
internet services) applications.

Besides, other interesting advantages of VANET include'" scalability, low infrastructure requirement, low mainte-
nance, and Internet connectivity.

For further references, additional characterization and use cases for VANET can be found in studies such as in liter-
ature.””'? In Saini et al,"* a comprehensive survey on TCP/IP-based VANET is performed.

2.4 | Routing and forwarding

The high intermittency of links in VANET causes frequent route disruptions. With constant route disruption, the task
of maintaining routes in routing tables and use these routes to forward packets in a timely manner is challenging. Nev-
ertheless, several routing proposals for VANET had been proposed.

Depending on the chosen grouping criteria, routing protocols in VANET can be categorized in topology-based and
position-based (geographic) or by the addressing mode in unicast, multicast (includes geocast and cluster-based), and
broadcast.”*

Topology-based protocols require the knowledge of the network topology before they can make decisions on rou-
ting. This category can be further divided into reactive, proactive, and hybrid protocol subcategories. Proactive protocols
build and maintain an up to date routing table with existing routes to the content sources. A timely beacon broadcast is
an usual adopted mechanism to maintain updated the routes, and discover new paths to the content sources. In a
highly mobile environment, routes demand frequent updating. This process can result in an increased network traffic
overhead. Reactive protocols in the other hand, need only to maintain a limited number of routes in the routing tables,
because the routing and discovery process only takes place when the node requires a path to the content source. That
is, the route is established when its is needed. The hybrid subcategory takes synergies from the two aforementioned
approaches. Due to the highly changing topology in VANET, topology-based protocols are not well suited for this
network.>'®

In contrast, position-based (or geographic-based) routing protocols do not need to know the network topology or
perform a prior route discovery. Instead, they use the position/location to forward packets hop-by-hop toward the desti-
nation. The position/location of the nodes is gathered by means of navigational systems on-board, such as the geo-
graphic positioning system (GPS).'” Given that position-based routing protocols do not need to know the network
topology, that is, do not need to store entire routes to the content providers (may only require keeping a list of 1-hop
neighbor nodes), they are more scalable and more suited for highly mobile environments. Position-based routing proto-
cols are reactive, in the sense that the next-hop node is selected on demand, taking in account aspects such as the geo-
graphical distance to the content provider. This category may be grouped into the delay tolerant networks (TDN), non-
DTN, and hybrid.

2.5 | Security, privacy, and trust

Different safety and emergency related information is constantly shared by nodes in VANET. Drivers make critical deci-
sions based on this information, and then its correctness must be assured. Key aspects in VANET communication are
security, authenticity, and integrity.”® Common VANET privacy and security vulnerabilities include'*2°
(a) jamming—a node can deliberately send interfering messages that can prevent communication among vehicles in
their communication range; (b) forgery—where a node can forge and disseminate false emergency information;
(c) traffic tampering—the attacker node can modify traffic information eluding the drivers about the real state of the
traffic; (d) impersonation—a node can masquerade and act as an emergency service and disseminate false emergency
information; (e) location tracking and privacy violation—achieved from the collection of various information about the
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mobility and preferences of a given driver; (f) sensor data faking—achieved by bypassing the sensor data and fake infor-
mation such as the speed or position; (g) Sybil attack—where a node use multiple identities to send multiple messages
as if it was multiple sources sending the messages; and (h) black hole attacks—the dishonest node pretends to have the
shortest path to content sources, eluding the other nodes to choose this path but the packets never reach the
destination.

Several security mechanisms have been proposed in order to protect privacy, integrity, achieve anonymity, and
authenticity, which are also key aspects of VANET communication.'® Some of these schemes include®'™** (a) trust-
based mechanisms (which can be grouped into authentication-based and reputation-based'"); (b) group communica-
tion; (c) data fusion schemes; (d) identity-based signature schemes; (e) pseudonym approaches; (f) public key infra-
structure (PKI); (g) k-anonymity schemes; (i) aggregate signature schemes; and (j) certificate revocation.

2.6 | Main challenges and research issues

The main technical challenges that compose the main areas for the research in VANET'>** % are (a) signal fading;
(b) bandwidth limitations; (c) short period of connectivity; (d) small effective diameter; (e) security and privacy; (f) rou-
ting protocols; (g) data administration and storage; and (h) time constraints.

Signal fading (related to the propagation model): In a road vehicular communication where buildings and other
vehicles are in between two communications nodes, the transmitted signal tend to deteriorate. With more obstacles as
the case of urban areas, the signal fading may lead to infeasibility of the communication. Although rural areas with less
buildings may benefit the signal propagation, the high speed of the vehicles will affect the signal, making it difficult to
model the channel.

Bandwidth limitations: VANET applications use a limited range of bandwidth frequency, as such in a highly dense
environment, inefficient use of the bandwidth may result in a channel congestion.

Short period of connectivity (link intermittency): due to high mobility of nodes that result in a highly dynamic topol-
ogy, the connectivity between nodes in VANET is inevitably short, causing the instability of the routing paths. Exchang-
ing information in a such small period of time demands the development of more advanced and rich network topology
model, different from traditional models that have larger period of interaction between sender and receiver.

Small effective diameter: This leads to the challenges in maintaining the global network topology and resulting in
problems when applying existent network routing protocols to VANET.

Security and privacy: Being an open network where any node is allowed to join, these challenges demand a good
balance. For trustworthiness a receiver would require to know the source of the received information. However, this
aspect could violate the privacy of the sender. Having in mind that one of the applicability of VANET is the safety of
vehicles and pedestrians (it directly involves human lives), the security and trustworthiness of the information must be
guaranteed.

Routing protocols: Routing protocols are one of the fundamental elements in networks and in special for VANET.
Routing protocols are responsible for initiating and managing routes to facilitate multi-hop communications. Routing is
a critical challenge and the difficult in resolving this challenge comes from two of the main characteristics of VANET:
the high mobility of nodes and the highly dynamic topology.

Data administration and storage: For large scale networks, the number of nodes can increase and generate a large
amount of data to manage.

Time constraints: Applications in VANET can be divided into two groups concerning their sensibility with time:
(a) delay-tolerant, mostly the entertainment applications, and (b) delay-sensitive, which is related to the safety applica-
tions and where reliability, responsiveness, and data quality are critical. Time constraints must be assured in order to
enable the driver take right and timely decisions, when required.

3 | OVERVIEW OF NAMED DATA NETWORKING

The TCP/IP based network is host-centric; that is, the main element for communication is the host. However, current
communications are content-centric based (i.e., the main element for communication is the content itself) instead of
the host. This shift in communications poses new challenges to the current IP-based Internet. This fact demanded the
development of new architectural paradigms capable of supporting natively the new reality. Former and current
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content-centric networking projects including their standardization are comprehensively detailed by previous stud-
ies.””*® Among these proposals, NDN, a particular implementation of CCN, has been considered as the most promising
solution.*

3.1 | Architecture

The following architectural principles guided the design of NDN”: (1) the use of hourglass architecture, focusing mini-
mum functionality in the network layer, similar to the TCP/IP protocol stack. The network layer in NDN should sup-
port scalability, security, resilience, and efficiency (to support multipath routing and management of packets in content
stores). Two additional layers (security and strategy) are appended to NDN protocol stack (Figure 1). The new layers
provide (a) security layer, security for packets in the network, and (b) strategy layer, strategically supports the
forwarding plane in managing the statuses of each connection, for a better forwarding decision; (2) security built into
the structure—security in the NDN is naturally guaranteed by forcing the producer to sign all data packets; (3) NDN
traffic is self-regulating—the forwarding plane has the responsibility of recording the state of each node. This informa-
tion can later be used to make decisions about traffic behavior; (4) separated routing (control) and forwarding (data)
planes—this way, each plane can be developed and improved with less interference from each other.*

NDN architecture implements forwarding strategy per node. The responsibility of the data plane is to make deci-
sions including (a) which packets to forward, and which interfaces to use; (b) which level of unsatisfied packets should
be allowed; and (c) what are the relative priority of different packets. Each node also makes local decisions to balance
traffic by forwarding through multiple and alternative paths.*

NDN adopts pull-based communication model. For communication, two types of packets are adopted: the Interest
and the Data packet. See Figure 2. A consumer initiates the communication process by sending a request by means of
an Interest, for the desired content.

C >} C )
T T 7 1

I{ email WWW phone ... | ? .: f browser chat ... \]

\ SMTP HTTP RTP ... /’: : : I"\ File Stream ... /}
TCP UDP ... Individual apps Security
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ethemet PPP ... Individual links

,’/ CSMA async sonet ... \

/ \ / IP UDP P2P BCast ... '.|
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) i . ¢ L

D] C J)

FIGURE 1 Hourglass-shaped Internet (left) and NDN (right) architecture. The main difference and advantage of NDN is reflected in
the network layer. The Internet equivalent transport layer is embedded in the NDN network layer®
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FIGURE 2 NDN packets. Interest (left) and Data (right). Details for packets specification in previous work™°
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When an Interest is sent out, it is forwarded (upstream path) through different nodes toward the content provider.
When corresponding content is found, it is sent back (downstream path) to the requester node following the reverse
path used by the Interest (i.e., by breadcrumbs). The status information created and saved along the upstream path is
used to guide the data back. With this approach, data looping is avoided. Interest looping is avoided by combining the
content name (CN) with a Nonce—a random number generated to unambiguously identify an Interest. Figure 3 shows
the forwarding process within the NDN forwarder daemon (NFD).*!

Each NDN node contains a structure composed by the content store (CS), the pending interest table (PIT), and the
forwarding information base (FIB), for packet (interest and data) management.4’5

3.2 | Routing and forwarding

The core characteristic of NDN paradigm shift compared with the host based is the content naming and its subsequent
name-based routing and forwarding. In NDN, all contents are unambiguously identified and retrieved by their
names—a content name (CN). The CN is opaque to the network, which means that NDN routers know nothing about
their meaning; however, they know how to delimit each component of it. This scheme brings the possibility for applica-
tions to be able to choose the naming standard and allows naming schemes to grow individually within the network.*?

The CN is unique. However, the content it identifies may be spread over several locations on the network, from
servers that share content to different routers across the network. It must be globally unique if used to access content
globally, but does not need to be global for local networks where it can be based on the local context. Differently from
other similar projects that adopt the flat scheme, NDN adopts a hierarchical structure for the CN, allowing the routing
scalability. The CN lookup in the CS or PIT is performed by searching with one-to-one correspondence. In FIB, the
lookup is performed by longest prefix match (LPM).?

NDN is designed with routing and forwarding planes separated (Figure 3). This separation allows their development
separately. With a complementary role to the forwarding, NDN uses routing to generate and disseminate the initial
topology and its policies and to manage the long-term changes.*® It populates the FIB, and in coordination with the
forwarding plane, it makes the assessment and testing of the forwarding interfaces. Whereas the routing plane calcu-
lates and decides globally on routes availability, the forwarding plane makes per node decisions about the preference
and use of these routes based on their performance and status. That is, routing plane finds and calculates costs of routes
toward the requested contents and provides them to the forwarding plane. Figure 4 shows a hypothetical routing proce-
dure in NDN. As referred, routing is name-based. FIB in each node stores the name-prefix and corresponding next-hop
(s), in terms of the Face to which the Interest should be sent toward the content provider. There can be multiple stored
next-hop for each name-prefix. Moreover, due to node mobility, stored next-hop(s) may be obsolete and thus not lead-
ing to any content. Content may be fetched from different sources (which can have the content stored on their CS), or
through different paths to the same content provider (multipath routing). For instance, any hypothetical file report1, a
content under /uminho/algorithm/docs, required by node A, can be fetched from path [R1, B] or [R1, R2, B], where R1
and R2 are intermediate routers.

Routing Plane

Forwarding Plane

Forward

Q - Interest puchet
Interest packe! =N FIB > trategy

Module .
(&) PIT

A4

A

h— e

Foewaed

Dt packet

FIGURE 3 Routing and forwarding planes in a NDN router>”
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FIGURE 4 Routing procedure

The forwarding plane forwards Interest and contents to the next hop based on these routes or based on broadcast-
ing. Instead of using routing protocols, small NDN-based environments can learn paths and discover the availability of
Data by flooding and self-learning.>*

In contrast with the IP-based network where the forwarding plane is stateless and depends strictly on the routing
plane, in NDN, the forwarding plane is similarly intelligent and adaptive, and able to make forwarding decisions based
on the interface status in each node.

Although NDN can work without a routing protocol given the intelligence of the forwarding plane, which can
detect and recover by itself from any situation of network failure, the need for routing is exhaustively investigated and
justified in Yi et al.** The aforementioned study raised three questions (i.e., whether the forwarding plan would be
capable of retrieving Data on a stable network; if the plane would be capable of efficiently handling link failures; and if
it could efficiently handle link recovery) in order to study whether routing would still be as essential as it is in IP-based
networks. The aforementioned study concludes that although NDN forwarding plane is smart and capable of handling
data dissemination based on flooding and self learning, routing is still necessary. In fact, even for a highly dynamic net-
work, proposals aiming at maintaining and managing some routes in FIB have been proposed.

A good routing protocol should conform with the following functional requirements’*: (a) present a low latency;
(b) present the capability of adapting its addressing mode to unicast, broadcast and multicast; (c) present high delivery
rates; (d) at most, cause low additional load; and (e) adapt itself to the specific VANET environments (i.e., highway,
suburban, and urban).

Routing in VANET is challenging (if not infeasible at all*°), due to the characteristic (e.g., high node mobility and
intermittent connectivity) of these networks. For this reason, the majority of research for data dissemination in NDN-
based VANET resort to broadcast for data dissemination and do not keep and manage routes in FIB (i.e., are based on
forwarding strategies and not on routing). Nonetheless, there are several proposed solutions designed to populate and
manage routes in FIB and use them to disseminate data. These routes would be more cluster-based than global due to
the mobility of the nodes. Several studies deal with these two topics (routing and forwarding) indiscriminately; thus, we
discriminate them and focus our survey mainly on routing.

3.3 | In-network caching

One of the most important proprieties of NDN is the capability of caching contents. This is only capable because
NDN content is a self-consistent unit.>’ Caching is performed at the node level. Each node is capable of caching
content. Resource availability is the only limitation for caching. A cached content can be forwarded to any node
requesting it, without the need to retrieve it from the original content source. This propriety provides the possibility
of sharing (speeding up content retrieval and delivery), saving bandwidth and decreasing the response time for con-
tent request.
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NDN is capable of communicating asynchronously; that is, no simultaneous presence of consumer and provider is
required. This capability is further empowered by the in-network caching, which also provides the store-and-forward
capability required under intermittent connectivity conditions.*®

3.4 | Built-in security

IP-based VANET inherits the security issues and challenges from that underlying technology, in which the security is
based on creating a secure host-to-host channel, to secure the content transmission between them, for each session. In
this mechanism, the secure information cannot be re-used when a session expires.”* To worsen this aspect, the main
VANET proprieties (i.e., the varying density, high node mobility, and the time-critical nature of the most VANET appli-
cations) enforce that the security mechanisms be time- and bandwidth-efficient.'

Security, authenticity, and integrity are key aspects in VANET, and NDN inherently provides them.'®*’ Instead of
securing the communication channel, NDN security mechanisms are provided to the content itself.** Each NDN Data
packet contains a signature piggyback with content source information. Different Encryption/Decryption techniques
are used to provide access control.*’

3.5 | NDN and VANET synergies

Considering the aforementioned NDN characteristics—the name-based content identification for flexible content
retrieval, built-in security, and in-network caching combined with the fact that most applications in VANET a content-
centric,” NDN have been seen as a highly suitable architectural model for VANET, in order to eliminate the TCP/IP
related issues. As such, the integration of both VANET and NDN has been proposed by many researchers. Current inte-
gration proposals are based on optimized forwarding strategies with customized naming and caching schemes, clean
application design, and seamless mobility support, by introducing modifications into the core of NDN, or by proposing
new architectural guidelines for adapting NDN for VANET.** However, even this integration introduces several issues
and challenges which are still lacking effective solutions.

4 | RELATED SURVEYS

Several studies (e.g., literature®>***’) aiming at holistically leverage the characteristics of content-centric networks
(CCN)/NDN for VANET have been performed. For specific improvements (i.e., specific for routing, forwarding, cach-
ing, privacy, security, and so forth), related references can be found in the many existing reviews and surveys, as pres-
ented in Table 2. These studies can be complemented by several surveys and reviews performed on general CCN/NDN
(not specific for VANET) issues, such as the naming and routing,*®**’ caching and forwarding,”*”' transport,>
mobility,*** and security.>*°

The following studies are related surveys. The coverage of these papers ranges from 2014 to 2021, and survey solu-
tions proposed from 2010 to 2020.

Authors in Amadeo et al’® presented guidelines and highlighted the points of strength and weaknesses on the appli-
cability of CCN principles to wireless networks. The aforementioned study reviewed the state-of-the-art on naming,
routing and forwarding, transport, caching, and security applied to mobile ad hoc networks (MANET), VANET, and
wireless sensor networks (WSN). This survey is more than 5 years old.

In Bouk et al,”” concepts such as naming, routing, security, and caching including the research challenges applied
to vehicular content-centric networks (VCCN) are presented. This survey is also more than 5 years old, and it is limited
in number of surveyed studies.

The surveyed papers by Yaqub et al’” are also scarce, focusing only on forwarding and missing out several relevant
studies within the considered period. This survey is also more than 5 years old.

In Amadeo et al,*® information-centric networks (ICN) for connected vehicles are surveyed. This study also presents
the future perspectives on topics including naming, routing, forwarding, security, and caching. Although covering a
large specter of topics, this study does not go deeper on surveying any of these topics, thus leaving out several relevant
solutions within the surveyed period. This survey is more than 5 years old.
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Aiming at providing references and guidelines for readers with interest on the ICN-based MANET, authors in Liu
et al® presented a comprehensive overview on this topic and surveyed the proposed solutions including for VANET
and delay tolerant networks (DTNSs). This study also misses out several studies on the surveyed topics, mainly on rou-
ting and caching.

Authors in Khelifi et al** presented a comprehensive survey on vehicular named data networking (VNDN) charac-
teristics, where topics such as mobility, routing, caching, forwarding, and security are presented. Although referred, the
topic on routing in contrast with forwarding is not sufficiently surveyed.

Authors in Kerrche et al®® presented the current status and future challenges related to the internet of vehicles. The
study is based on a survey including the following topics: forwarding, mobility, security, and caching. This study misses
out the topic on routing and several relevant studies on the selected topics.

Authors in Tariq et al®' surveyed the forwarding strategies, and like Amadeo et al,”® the review is based on
MANET, VANET, and WSN. Additionally, the study presents the future challenges regarding the forwarding in wire-
less environment. Similar effort was done by Ahed et al,®* which also focused the survey on forwarding strategies but
only for vehicular networks. Both studies cover relatively the same period and as referred only surveyed the
forwarding strategies.

Authors in Chen et al®® performed a comprehensive survey focusing only on caching. This study was published rela-
tively in the same period when the initial data extraction was being performed for the present study. Anyway, the
results presented in that paper are complemented by the results produced here. In Rao and Sharma,®* a brief survey in
content naming schemes is performed.

Table 2 presents the summary of the related works.

As shown in the table, forwarding is the most covered topic by the existing surveys. Although some studies referred
routing, in fact they only cover forwarding or when including routing they do it indiscriminately from forwarding.
Thus, the need to separately survey routing. Apart from the study in Chen et al,°®> which was published relatively in the
same period when the extraction of data for the present work was being performed, all other related papers present a
relatively light surveying on caching.

In TCP/IP architecture, data plane performs forwarding based on the decisions given by the control plane. In CCN-
based architectures, such as NDN, the forwarding plane is stateful and adaptive and capable of performing in local net-
works without the routing plane.**® Although both planes are explicitly separated and likely to be developed indepen-
dently, the aforementioned fact apparently makes that the relative difference in terms of importance of both planes
seems irrelevant, making the majority of literature treat these two topics indiscriminately. Differently from the related
surveys, we discriminate the forwarding from routing as, in fact, these are two different topics. Given that most of the
related work have already dealt with forwarding, we focus our effort on routing.

More precisely, besides the other topics (i.e., caching and security, which are scarcely surveyed by most of the
related surveys), this work intent to survey solutions applying routing protocols for NDN-based VANET, apart the stud-
ies that only propose forwarding strategies, that is, are broadcast-based. Given that literature®®°® consider infeasible to
run a routing protocol in VANET, it is interesting to survey what proposals and what results are given by those studies
proposing routing, compared with the broadcast-based solutions.

1’56

5 | METHODOLOGY

This section presents the SLR methodology used to conduct the present study. Authors in Biolchini et al®® and Tranfield
et al’® define SLR as a research methodology used to collect, map, and evaluate the existing scientific knowledge on a
specific topic. Based on SLR findings, the researcher can specify a research question to further develop the body of
knowledge. This type of review follows a well defined and strict sequence of steps, according to a protocol developed a
priori.

The present SLR is based on the guidelines proposed by Tranfield et al’® and Biolchini et al,” and refined by
Kitchenham and Charters.”* The steps to follow for performing the SLR are summarized in Figure 5 and explained as
follows: (1) planning phase: planning phase can be thought as the protocol definition phase where the methods used to
undertake the review are specified. This activity is fundamental to reduce the possibility of researcher bias. The follow-
ing activities are developed: (a) research question formulation: the research questions are raised and the objectives of
the review are defined and (b) selection of sources: selection of the sources where primary studies will be searched;
(2) execution phase: this phase can be divided into the following activities: (a) selection of primary studies from the
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FIGURE 5 Systematic literature review process (adapted from Biolchini et al.*%)

TABLE 3 Keywords and synonyms

Keywords Synonyms
Named data networking Named data network; NDN; information-centric network; ICN;
content-centric network; CCN
Vehicular ad hoc network VANET, vehicle to everything, vehicular social, internet of vehicle, IoV, V2X, V2V, V2I

caching cache; content store

sources; (b) data extraction; and (c) data synthesis; and (3) data analysis and interpretation phase: data are analyzed
and interpreted in this phase.

5.1 | Research objectives

The present review aims at studying and assessing the state-of-the-art on improving VANET using NDN. As explained
in Section 1, the study focuses in the following topics: routing, caching, and security in NDN-based VANET. An impor-
tant note is that considering the very specific differences of VANET (i.e., the higher speed, with predictable movements;
the highly dynamic network topology with frequent partitions; and the less restrictions related to energy consumption,
processing power, and memory availability) from MANET, our study will only focus on VANET.

5.2 | Research questions and search strings

To attain the aforementioned objectives, the following research questions (RQ1, RQ2, and RQ3) are formulated, based
on general open challenges for ICN”*":

RQ1. How can named data networking routing be applied to improve VANET?
RQ2. How can named data network caching be applied to improve VANET?
RQ3. How can named data network-based VANET security, privacy, and trust issues be tackled?

From the research questions, keywords and synonyms were extracted (see Table 3). These keywords are concatenated
with boolean operators—AND and/or OR—to form the search strings (see Tables 4 and 5). The search strings are used
to gather the primary studies from web search engines. Initially, the search and selection are based on all document
metadata and then are refined by reading the title, keywords, abstract, and taking an overview of the full paper.

5.3 | Selected sources and studies

To conduct this study, the following online bibliographical databases were selected: Scopus,’® Web of Science (WoS),”’
ACM Digital Library (ACM DL),”® IEEE Xplore,” and Google Scholar (GS)**—an online search engine (see Table 6).
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TABLE 4 Composed synonyms strings per keyword

Composed string (CStr) per keyword

CStrl  ((“Named Data” AND network*) OR “Information-Centric” OR “Content-Centric” OR NDN OR ICN OR CCN)

CStr2  (Cache OR caching OR “Content Store”)

CStr3  (“Vehicular Ad hoc” OR “Vehicle to Everything” OR “Vehicular Social” OR “Internet of Vehicle” OR IoV OR V2X OR VANET*)

TABLE 5 Strings used to search for primary studies

Search strings

RQ1 CStrl AND Routing AND CStr3
RQ2 CStrl AND CStr2 AND CStr3
RQ3 CStrl AND (Security OR Privacy OR Trust) AND CStr3

TABLE 6 Literature sources

Online databases Scopus, Web of Science,
ACM DL, IEEE Xplore

Online Search engine Google Scholar

The query interface of these databases and search engine is slightly different from each other; thus, a slight adaptation
of the search strings was performed for each database or search engine. For instance, a search string composed by three
keywords without any explicit boolean operator is interpreted—by Google Scholar, Scopus, and IEEE Xplore—as being
AND'd. The same sequence is interpreted by ACM DL as being OR'd. The search strings presented in Table 5 are
already adapted to be used on any of the selected source of information without further modification.

Google Scholar, Scopus, and Web of Science are the primary sources used to perform the search. We expect to find,
using these search engine and databases, all the studies related to the topics. Nonetheless, the other sources, ACM DL
and IEEE Xplore, were also searched, and their results were compared with those obtained with the former search
engine and databases.

5.4 | Inclusion and exclusion criteria

To select the correct set of studies related to the researched problem, the inclusion and exclusion criteria must have pre-
viously been defined and might be refined along the execution phase. Table 7 presents the inclusion and exclusion
criteria defined for this work.

5.5 | Inclusion of primary studies

The search was last updated in June 2022 considered all the metadata for the searched papers. The results are shown in
Table 8. A total of 9077, 5300, and 4680 results were found for RQ1, RQ2, and RQ3, respectively.

After this first selection, herein considered as the first stage selection which gave a total of 19,057 articles, a further
selection was performed in two more stages.

In the second stage selection, the papers are evaluated by their title and keywords. After the selection, duplicated
papers within each query were eliminated. This stage produced 987 papers still to be scanned.

In the third stage selection, the papers were scrutinized by their abstract and by an overview reading. Some selected
papers from a given query were found to belong to other queries. The studies were, then, reorganized within the correct
query, and the duplicated studies among the queries were eliminated. This stage resulted in a more refined selection of
94 studies.
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TABLE 7 Inclusion and exclusion criteria

Type Criteria
Inclusion Research papers published either in Conferences or Journals.
- If a study has conference and journal article versions, the latter is selected;

- If a study has many published versions, only the newest and the most complete version is selected;

Inclusion Research papers published between 2010 and 2021.

Exclusion Studies not specifically addressing elected topics in NDN-based VANET.

Exclusion Studies only performing surveys and reviews.

Exclusion Studies not written in English.

Exclusion Studies addressing the selected topics but with focus on MANET instead of VANET.

TABLE 8 Number of selected studies

Selection Stages
WoS Scopus GS ACM IEEE 1st 2nd 3rd %
RQ1 083 2211 6570 107 106 9077 431 34 36.17
RQ2 103 0645 3860 610 082 5300 350 48 51.06
RQ3 058 2437 2030 088 067 4680 206 12 12.77
Grand total 19057 987 94 100.0

Table 8 shows the number of selected studies for each selection stage. The last column shows the percentage of the
selected studies per topic, from the total of 94 studies. The papers selected after this process were full read and included
in the data extraction process, which is the next step within this execution phase.

Tables 9, 10 and 11 present the distribution of the primary studies, per sources. As these tables show, only six of the
selected studies were found on the ACM DL, and all studies were found using the GS online search engine.
Figures 6A, 6B, and 7, respectively, present the same findings by means of bar graphs.

Figure 8 shows the distribution period of the selected studies. The selection of studies was performed between 2010
and 2021, which was chosen considering that the development of NDN architecture started around 2009 and the
research aiming at integrating NDN with VANET was started even later. As the figure shows, the development of work
aiming at integrating NDN with VANET begun around 2011 with its intensity between 2016 and 2021. It is also shown
that among the three selected topics, the majority of studies is being developed for caching in NDN-based VANET
(51.06% of all the 94 selected studies).

5.6 | Data extraction and synthesis

After the selection of the primary studies the data extraction process was performed. To facilitate this process, a data-
base sheet was produced. The collected parameters are explained in the following sections, in the following order: rou-
ting in Section 5.6.1, caching in Section 5.6.2, and security and privacy issues in Section 5.6.3. We only present
extraction and synthesis in this section. Analysis and results interpretation are presented in Section 5.7.

5.6.1 | Research question (RQ1)—routing

This section explains the process of data extraction related to RQ1.

For routing scheme classification, we use the combination of taxonomy and classification proposed in litera-
ture.®>'7"172 Table 12 presents the extracted data, based on the aforementioned parameters for RQ1. The first three col-
umns are auto explanatory. The mode of operation indicates the type of proposed protocol, as topology-based,
geographic/position-based, based on opportunistic encounters, or cluster-based, as explained in Section 2.4. The type of

85U80] 7 SUOWLIOD 3ARea.D 8|qedl|dde ays Aq peusenob aJe sapiie VO ‘8sn Jo SajnJ Joj Areiqi auljUO 8|1 UO (SUORIPUOD-pUe-SWLRY /W00 A3 M Azl 1jBU 1 UO//SANY) SUORIPUOD PuUe SWwe 18U 88S *[20z/c0/52] uo AriqiTauliuo A8]IM ‘oyuliN 0Q 8pepisRAIUN AQ 8FES98P/Z00T OT/I0p/W0d A 1M Afeiq1jul|uo//Sdny woJj pepeojumod ‘8T ‘220z ‘TETTE60T



16 of 48 Wl L E Y DA SILVA ET AL.

TABLE 9 Distribution of the selected primary studies - RQ1

Source of primary studies

Study Year WoS Scopus GS ACM IEEE
Arnould et al.* 2011 v v v v -
Yu et al.¥! 2013 v v v - v
Yu et al.** 2013 v v v - v
Yan et al.* 2014 - v v - -
Khan and Ghamri-Doudane® 2016 v/ - v/ - v
Wang et al.** 2016 4 4 4 = v
Anastasiades et al.% 2016 - v/ v/ - -
Kalogeiton et al.®® 2017 v/ v/ v/ - v
Kalogeiton et al.®’ 2017 v/ v/ v/ - v/
Kalogeiton et al.*® 2017 v/ v/ v - v
Guo et al.¥ 2017 - v v - v
Maryam et al.* 2017 - - 4 - v
Kalogeiton and Braun®* 2018 v v v - v
Coutinho et al.”? 2018 = = v/ = v/
Nakazawa et al.” 2018 - - v - 4
Duan et al.”* 2018 v 4 4 — v
Dong and Li* 2018 - v/ v/ - v
Deng et al.” 2018 4 4 4 = v
Cao et al.”’ 2018 - v/ v/ - v/
Rui et al.”® 2018 v v v - -
Duarte et al.”® 2018 v/ v/ v/ - -
Kalogeiton et al.'® 2019 v/ v/ v - v
Xu et al.'"! 2019 - - v - v
Wang et al.'%? 2019 = = 4 — v
Miyazaki et al.'%? 2019 v - v/ - v
Kalogeiton et al."®* 2020 4 = 4 = =
Xu et al.'? 2020 v v v/ - v
Yang et al.'* 2020 - - 4 = v
Zhang et al.'"’ 2020 - v/ v/ - -
Ardakani et al.'® 2021 v - 4 - v
Yi et al.'”’ 2021 - v v - -
Silva et al.''° 2021 = = v/ = =
Aldahlan and Fei'"! 2021 - - v/ - -
Siddiga et al.'*? 2021 - = v - v

application column indicates whether the VANET application is location dependent (e.g., applications related to emer-
gency and traffic information) or location independent (e.g., entertainment applications). When not explicit in the study
we considered that the solution is designed for both the location-dependent and location-independent content.

The following are the synthesis of the proposed solutions for NDN-based routing.

In Yan et al,*® a new vehicular information network architecture is proposed. The proposal includes a naming
scheme designed to allow data aggregation and interest segregation, and a proactive position-based routing where the
location information is the name of its geographical position. The location information and its correspondent next loca-
tions is used in each node to decide which path to forward the content.
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TABLE 10 Distribution of the selected primary studies - RQ2

Study
Grassi et al.*®

Quan et al.'?

Bian et al.'**

Liu et al.'®

Deng et al.'*®

Grewe et al.'"”

Mauri et al.'*®

Quan et al."*®

Wei et al.'?°

da Silva et al.'*!

Xu et al.'*

Abani et al.'*?

Modesto and Boukerche'**
Zhao et al.'*

He et al.'**
Duarte et al.'*’

Fang and Mao'*®
Khelifi et al.’**

Ma et al."*°

Modesto and Boukerche'*'
Ostrovskaya et al.***

Yao et al.'**

Van et al.'**

Hou et al.'*

Grewe et al.'*¢

Huang et al.'*’

Hasan and Jeong"*®

Yao et al.'*

Dua et al.'*°

HUang et al.'*!

Yao et al.’*?

Khelifi et al.'**
Park et al.'**

Wei et al.'*?

Grewe et al.'*¢
Wang et al.'*’
Hasan and Jeong'*®
Zhang et al.'*’

Ud Din et al."*°

Yao et al.'!

Amadeo et al."*?

Nam et al.'>*

Year
2014
2014
2015
2015
2016
2016
2016
2016
2016
2016
2016
2017
2017
2017
2017
2018
2018
2018
2018
2018
2018
2018
2018
2018
2018
2018
2018
2019
2019
2019
2019
2019
2019
2019
2019
2020
2020
2020
2020
2020
2020
2021

Source of primary studies

WoS Scopus
v v
v 4
v v
v 4
v 4
v/ _
- v
v 4
- 4
- 4
v v
- 4
v v
v 4
v 4
- 4
v v
v 4
v v
- 4
v/ -
v v
v/ _
4 -
- 4
- 4
4 4
v v
v 4
- v
4 -
4 -
- 4

Q
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(Continues)
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TABLE 10 (Continued)

Source of primary studies

Study Year WoS Scopus GS ACM IEEE
Gupta et al.'>* 2021 - v v - -
Yi et al.'” 2021 - v v - -
Amadeo et al.'> 2021 - v v - -
Guetal.'>® 2021 v v v - -
Kaci and Rachedi”’ 2021 v/ v/ v/ - -
Chen et al."™*® 2021 v - v - v

TABLE 11 Distribution of the selected primary studies - RQ3

Source of primary studies

Study Year WoS Scopus GS ACM IEEE
Chowdhury et al.’>® 2017 v - v v/ v
Chowdhury et al.'® 2017 v/ = v/ v/ -
Zhang et al.'® 2017 v/ v v
Khelifi et al.'6? 2018 - v v - v
Liu et al.'®* 2019 - - v - v
Sattar and Rehman'®* 2019 - v v - v
Lei et al.'® 2020 v/ v/ v - -
Manimaran P'6° 2020 - - v - v
Zhou et al.'®’ 2020 - - v/ - v/
Rabari and Kumar'®® 2021 v - v - v
Abdullah et al.'* 2021 - v/ v - -
Yao et al.'”° 2021 - - v - v

Ewos

. 10 W Scopus
| [eS]

Primary source publication per year
Primary source publication per year

U 0
2011 2013 2014 2016 2017 2018 2019 2020 2021 2014 2015 2016 2017 2018 2019 2020 2021

(A) Primary source publication, per year, for RQ1 (B) Primary source publication, per year, for RQ2

FIGURE 6 Primary source publication, per year, for (A) RQ1 and (B) RQ2

Authors in Kalogeiton et al®” proposed a routing algorithm based on initial broadcast of Interest for content discov-
ery. Subsequent requests are retrieved by unicast paths created by the Data packet on the downstream. The MAC
address is chosen as the unambiguous node identifier and is added as a new field in the NDN packets. The proposal
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FIGURE 8 Year of publication of the selected studies, per area

uses periodic broadcasts to discover new paths and new content sources. In Kalogeiton et al,*® the same authors modify
the previous proposal now extracting the MAC addresses from the NDN strategy layer. In order to improve the retriev-
ability of information from vehicles and save network resources, the same authors propose in Kalogeiton and Braun,”*
a V2I communication architecture based on NDN, which is then extended to support V2V. For content discovery, the
RSU broadcast beacon messages endlessly