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Abstract

Healthcare facilities use huge quantities of real-time and analytical data to discover meaningful information from patient clinical
lab results. Advanced analytics and machine learning algorithms help doctors identify and treat patients more accurately. Accurate
models must be trained, tested, and validated with enough data. New real-time data allows healthcare practitioners to quickly
and accurately analyse patient demands. Healthcare organizations can improve patient care and outcomes through knowledge
discovery. The goal of this effort is to develop a real-time data repository based on patient clinical exams. This collection feeds
real-time monitoring panels and machine or deep learning algorithms that forecast patient progression from clinical lab results.
Integrate HL7 messages from diverse sources, preprocess them, and add them to an API-accessible data warehouse. In conclusion,
the proposed method creates an international-standard data warehouse. This data warehouse can increase healthcare decision-
making accuracy and efficacy when utilised with machine learning models, improving patient care and outcomes through more
personalised treatment options.
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1. Introduction and Contextualization

Lack of evidence on pathogenic organisms, risk prediction, insufficient resources, and ineffective therapeutic op-
tions often violate the evidence-based medicine premise. This is considerably more apparent during pandemics. In
specific, Covid-19 pandemic highlighted the urgent need to discover new solutions to developing and existing health-
care problems [19, 11]. Consequently, traditional methods have been replaced by Artificial Intelligence (AI), Machine
Learning (ML), and even applied statistics. However, successfully developing and deploying AI and ML systems re-
quires massive data sets. Access to medical data, such as Electronic Health Records (EHRs), is sometimes restricted
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by legislation designed to protect patient privacy. These restrictions make it difficult to reproduce existing results based
on private health data and delay progress and studies [5]; [4]. Typically, this problem is solved by using synthetically
generated health data, which protects privacy while allowing researchers to analyse and inform decisions. Indeed, this
is an enormous temptation compared to the time and resources required to gather and categorise datasets containing
millions of pieces retrieved from the actual world. Nevertheless, these contain simplified, generated data based on
actual data [3]. The goal is for the synthetic data to accurately represent the original data. However, the problem
of providing realistic data without exposing private information is recognized. Alternatively, if the synthetic data is
insufficiently accurate, it will not reflect the essential patterns to the training or test data. Modeling efforts based on
implausible data are unable to produce useful insights [13].

Noteworthy are data processing methods, such as anonymisation, which allow the anonymisation of real health
data and provide valuable information about patient visits to health units, resulting in a time series dataset influenced
by protected attributes, for instance, age, gender, and location. When entering the universe of data from the patient’s
medical record, the amount of data to be processed increases exponentially [8]. Millions of people produce valuable
medical data records daily to feed information systems such as those used for forecasting or decision support. They
require preprocessed and normalised data to sequentially improve their performance.

This is precisely the stated flaw, the absence of real-time updated data repositories containing data collected in the
field. Thus, many EHR-based research papers lack follow-up data, making further study and validation a challenge.
Providing a standardized and real-time data repository based on interoperability technologies, depending on the re-
sults of clinical analysis, would be highly beneficial to improve the delivery of health care, especially in supporting
professionals in tracking disease progression, assessing risks and other tasks. After a health crisis comparable to that
caused by Covid-19, all these benefits can be highlighted [12, 16].

For this to be possible, concepts such as Interoperability, Data Standards and Big Data must be present and well
defined. Each of these notions will be defined in the following sections.

2. Background

2.1. Interoperability in Healthcare

In recent decades, the adoption of new technologies capable of digitising information on paper and assisting in
decision-making has increased exponentially due to the influence of these two variables. This led to the creation of
different platforms, each with its own language, data structure, etc., as they were made by different multi-functional
actors. Here lies the need for interoperability that allows the secure exchange of data between the various players, con-
sidering the numerous islands of information [6]. Interoperability is needed, especially in crucial areas like healthcare
where data is a critical part of the study. Clinical data interoperability refers to the ability of two or more systems to
understand the data they exchange or share. There are precise syntactic, semantic, and cross-domain criteria for each
level of interoperability. International eHealth communities have recommended and pushed to promote interoperabil-
ity using clinical information models [15, 2].

2.2. Data Repositories

The term ”Data Repository” refers to a generic infrastructure that stores segmented data for analysis or reporting.
These infrastructures are currently highly appreciated because they enable businesses to make decisions supported
by information that is typically more reliable than gut feeling [18]. A data repository increases the speed of data
access and sharing, as well as the preservation and archiving of sensitive data. On the other hand, there are inherent
weaknesses that must be addressed, such as the repository’s potential behavior as the data expands or the possibility of
a system failure necessitating more frequent backups [1]. Therefore, these are legitimate risks, but the data repository
management team can be aware and plan for them.

http://crossmark.crossref.org/dialog/?doi=10.1016/j.procs.2023.12.233&domain=pdf
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by legislation designed to protect patient privacy. These restrictions make it difficult to reproduce existing results based
on private health data and delay progress and studies [5]; [4]. Typically, this problem is solved by using synthetically
generated health data, which protects privacy while allowing researchers to analyse and inform decisions. Indeed, this
is an enormous temptation compared to the time and resources required to gather and categorise datasets containing
millions of pieces retrieved from the actual world. Nevertheless, these contain simplified, generated data based on
actual data [3]. The goal is for the synthetic data to accurately represent the original data. However, the problem
of providing realistic data without exposing private information is recognized. Alternatively, if the synthetic data is
insufficiently accurate, it will not reflect the essential patterns to the training or test data. Modeling efforts based on
implausible data are unable to produce useful insights [13].

Noteworthy are data processing methods, such as anonymisation, which allow the anonymisation of real health
data and provide valuable information about patient visits to health units, resulting in a time series dataset influenced
by protected attributes, for instance, age, gender, and location. When entering the universe of data from the patient’s
medical record, the amount of data to be processed increases exponentially [8]. Millions of people produce valuable
medical data records daily to feed information systems such as those used for forecasting or decision support. They
require preprocessed and normalised data to sequentially improve their performance.

This is precisely the stated flaw, the absence of real-time updated data repositories containing data collected in the
field. Thus, many EHR-based research papers lack follow-up data, making further study and validation a challenge.
Providing a standardized and real-time data repository based on interoperability technologies, depending on the re-
sults of clinical analysis, would be highly beneficial to improve the delivery of health care, especially in supporting
professionals in tracking disease progression, assessing risks and other tasks. After a health crisis comparable to that
caused by Covid-19, all these benefits can be highlighted [12, 16].

For this to be possible, concepts such as Interoperability, Data Standards and Big Data must be present and well
defined. Each of these notions will be defined in the following sections.

2. Background

2.1. Interoperability in Healthcare

In recent decades, the adoption of new technologies capable of digitising information on paper and assisting in
decision-making has increased exponentially due to the influence of these two variables. This led to the creation of
different platforms, each with its own language, data structure, etc., as they were made by different multi-functional
actors. Here lies the need for interoperability that allows the secure exchange of data between the various players, con-
sidering the numerous islands of information [6]. Interoperability is needed, especially in crucial areas like healthcare
where data is a critical part of the study. Clinical data interoperability refers to the ability of two or more systems to
understand the data they exchange or share. There are precise syntactic, semantic, and cross-domain criteria for each
level of interoperability. International eHealth communities have recommended and pushed to promote interoperabil-
ity using clinical information models [15, 2].

2.2. Data Repositories

The term ”Data Repository” refers to a generic infrastructure that stores segmented data for analysis or reporting.
These infrastructures are currently highly appreciated because they enable businesses to make decisions supported
by information that is typically more reliable than gut feeling [18]. A data repository increases the speed of data
access and sharing, as well as the preservation and archiving of sensitive data. On the other hand, there are inherent
weaknesses that must be addressed, such as the repository’s potential behavior as the data expands or the possibility of
a system failure necessitating more frequent backups [1]. Therefore, these are legitimate risks, but the data repository
management team can be aware and plan for them.
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3. Methodology

Even when it comes to healthcare, information systems (IS) research is primarily characterised by two paradigms:
behavioral science and design science. The former seeks to push the limits of human and organisational capabilities
by developing new and innovative IT artifacts, which are broadly defined as constructs, models, and/or methods. The
latter seeks to push the boundaries of human and organisational capabilities [7]. Design Science Research (DSR)
methodology for IS is suited for carrying out this research procedure because the work described results in an IT item.

As a result, it becomes clear that the effort began with a problem that has already been identified: the demand for
more anonymized data that is updated in real-time for health research.

The main objectives that will be attained by using this strategy are the following, starting with the stated challenge:

• Analyse the data obtained through HL7 messages (Mirth Connect) in real-time;
• Sorting and processing the data gathered in the preceding point to retain just the relevant information;
• Identification of additional information of interest that should be included in the data repository but is not

covered in the preceding point;
• Data availability, storage system selection and development, real-time data loading and updating using Big Data

approaches;
• Validation of the data repository by health professionals.

The architecture served as the foundation for the produced solution.
The process begins at healthcare facilities that have the potential to expand. Additionally, these institutions could

have several gathering locations, like emergency departments or intensive care units. These collection locations are
suitable for a variety of research including blood, urine, stool, and other specimens. To ascertain the sample’s analytical
values, all gathered samples must be delivered to an internal or external laboratory. There is room for n values of
analytical results in each sample. As a result, the lab sends an HL7, version 2 message to the integration engine for
each sample that contains information about the patient’s sequence number, the episode connected to the analysis, the
analysis codes, the analytical values found during the test, the units for that value, and the expected limits.

The system’s primary objective is to anonymise all information that can be linked to the patient or the institution
for each of these messages. Adding noise to the data, namely the episode and sequence number, is one approach
to achieve this. In addition, the sex at birth is altered in different ways. These modifications can take the shape of
numerical values, such as 1- Male, 2- Female, or the entire words Male, Female. These options are all changed to M
for Male and F for Female. All dates and character encoding are standardized as well, as one might anticipate. The
diagnoses from the Diagnosis Related Groups (GDH) are given an ICD-10 code, and the analysis is given a LOINC
number, to complete each record. It’s necessary to keep in mind that the Extract Transform Load (ETL) process
involves several other steps as well. Having said that, the fresh inputs are then instantly incorporated into the data
store. The created API offers a few endpoints that other clients can access (e.g., web applications, system reports,
and monitoring platforms). In this method, Mirth Connect was used for the Interoperability step and Spark written in
Python (PySpark) for the ETL phase. Both artifacts will be thoroughly studied and detailed in sections 4 and 5.

4. Preliminary Implementation Results

Two artifacts were produced from the developed work. A data repository is the first, as mentioned in section 4.1,
and an application programming interface is the section 4.2.

4.1. Real-Time Data Warehouse

Considering that it stores a sizeable amount of structured data from numerous data sources and transactional sys-
tems, the built data repository is categorised as a data warehouse type.

An estimated 2.5 million records are added to the repository annually for each healthcare facility. Since data from
2020 was taken into account, there are around 7 million records for the project’s pilot institution. As a result, the
structure of the data warehouse and a description of its tables will be explained in the parts that follow.
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4.1.1. Data Warehouse Model
A single fact table, Results, and three other dimension tables, DemographicData, DiagnoseType, and ExamType

were chosen as the final structure. These tables are not meant to add extra information to the fact table. As a result,
the DemographicData table solely includes information on patients. The accompanying icd10 code and description
can be found in the DiagnoseType table. All analytical codes, their definitions, unit breakdowns, and normal ranges
are included in the ExamType table.

Fig. 1. Data Warehouse Architecture.

4.1.2. Description
The construction of the fact table and the three-dimension tables comes after the Star Schema.

• Dimension Table 1: DemographicData
– idPatient: The sequential number is assigned, as the name implies, sequentially to the patient the first time

he/she enters the health care institution. The same patient may be present in the database with different
sequential numbers, because he/she attends n institutions. To the original sequential number and in order
to guarantee the anonymisation of the dataset, a series of 4 numbers is added randomly;

– birthDate: The date of birth also refers to the patient. To maintain the consistency of the data repository,
all dates follow the format: dd-mm-yyyy hh:mm:ss;

– birthSex: The birth sex is the attribute usually called administrative sex and refers to the identification, by
a family member, midwife, nurse or doctor, of the external genital organs when the baby is born. In the
developed repository this sex can contain two values: F-Female; M-Male;

– location: The location refers to the place where the patient has his or her fiscal address. In Portugal this
can be a city, a town or even a village.

• Dimension Table 2: DiagnoseType
– diagnoseCode: The diagnosis used in the work developed is that of the Grupos de Diagnósticos Ho-

mogéneos(GDH), since it is the one that is most figdign. This system, GDH, is the disease classification
system used in Portugal. Because it is so specific, this code was transformed into an ICD-10 code, so that
in the future other countries can contribute to the repository developed.

– diagnoseDescription: The description of the diagnosis is the description corresponding to the ICD-10
code.

• Dimension Table 3: ExamType
– examCode: The examination code is the LOINC code that will pair with the designation described below;
– examDesignation: The exam name is in English and is LOINC - Long Common Name;
– unit: The unit corresponds to the dimensional unit associated with the value of the analysis performed;
– limit: The limit refers to a standard of normality for the test code. For example, for the WBC analysis the

value is 6.0 - 16.0;
• Fact Table: Results
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– idexam: The exam number is, as its name indicates, the number that is assigned to the sample. In other
words, there may be n results for the same test number because several parameters can be analyzed with
the same sample. For example, patient ABC who has a test with the number 111111 has two results, one
for the Leukocyte value and another for the Monocyte value;

– episode: The episode corresponds to a numeric value referring to a hospital visit. An episode is opened
when the patient enters the hospital and closed when the patient is discharged. In short, each patient may
contain n episodes that may occur in the scope of the emergency room, inpatient stay, consultation, among
others;

– module: The module identifies the type of service in which the patient entered the hospital. For example,
it could be CON - Appointment, INT - Internment, URG - Emergency, among others;

– examDate: the date of examination is only identifying the time of sample collection. Follows the pattern
defined for the repository dd-mm-yyyy hh:mm:ss;

– resultValue: The value refers to the result obtained from the analysis of the sample. Typically it is a
numeric value that will be completed by the 2 other columns that follow, the unit and the limit;

– Foreigh Keys: idPatient, codExam, icd10Code;

4.2. Application Programming Interface

Software programs can communicate with one another thanks to a set of guidelines, computer code, and stan-
dards known as an application programming interface (API). The created API was built on the NodeJS programming
language, and swagger automatically generated interactive documentation for it.

The API provides several methods for accessing information:

• authentication - Generates json web token and is used for authorization on the remaining routes. This token is
generated from the email and password pair.
• getSample - Returns the last 100 values entered in the repository;
• getPatientResults - According to an exam number and patient ID returns all patient results;
• getResults - According to patient identification returns all results for all tests;
• getLastResult - According to an analysis code and the patient’s id returns the date of the last examination

performed;
• getResultsAge - According to an analysis type and a certain age range, it returns the minimum, average and

maximum value;
• getModDiag - According to the diagnosis code (ICD10), returns the most performed analyses;

Each of the aforementioned routes returns a JSON object with the most recent exam at the top. Please note that the
repository is currently not open access, as the project is still ongoing.

5. Conclusion and Future Work

Customers expect businesses to be aware of their needs and expectations, according to 66% of consumers [14].
Companies can only acquire this knowledge through data collection and analysis. Through the identification of risk
factors, the implementation of targeted interventions, and the optimization of resource allocation, the use of data-
driven approaches in healthcare can enhance patient outcomes and lower costs, according to a systematic review
published in the Journal of Medical Internet Research [9]. By making it possible to create tailored medicine, forecast
disease outbreaks, and improve healthcare delivery, data analytics and machine learning techniques have the potential
to revolutionise the healthcare industry [17]. Data is therefore one of the most valuable resources in the world, both
in the commercial and intellectual arenas. Since knowledge that can be acquired and kept in a repository has a high
monetary value for enterprises. For a number of reasons, it is crucial to create data repositories in the healthcare
industry. The first benefit is that it enables the storing and organising of massive volumes of data, such as medical
records, trial data, and research findings. This facilitates access to and analysis of the data by healthcare professionals,
which can enhance decision-making and patient care [10]. Second, data repositories can promote data collaboration
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and sharing across institutions, academics, and healthcare practitioners. This can result in the creation of novel cures
and treatments as well as the discovery of patterns and trends in health data that can guide practice and policy. Finally,
data repositories, which frequently have security measures to guard against unwanted access or breaches, can aid
in ensuring the security and privacy of sensitive health data. In conclusion, building data repositories is essential for
enhancing the effectiveness, security, and efficiency of health data management. Therefore, the created data warehouse
is a very valuable artifact for both Machine Learning (ML) and Deep Learning (DL) models as well as decision support
systems. It was created in accordance with the FAIR principles, making it Findable (each record has a unique key),
Accessible (generic usage guidelines), Interoperable (use of internationally recognized and adopted terminologies),
and Reusable (api developed with several endpoints available and dynamically documented).

The main contributions of this work are: The development of an API-accessible real-time data repository for clinical
test findings; The incorporation of HL7 messages from many sources, enabling the creation of a consistent and orderly
data structure that complies with global standards including HL7, ICD-10, LOINC, and FAIR; The data can be used
to anticipate and enhance patient care by feeding dashboards and machine or deep learning models;The potential for
this repository to be a useful tool for healthcare organizations, empowering them to take decisions based on data and
progressively raise the standard of care given to patients.
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Each of the aforementioned routes returns a JSON object with the most recent exam at the top. Please note that the
repository is currently not open access, as the project is still ongoing.
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Companies can only acquire this knowledge through data collection and analysis. Through the identification of risk
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monetary value for enterprises. For a number of reasons, it is crucial to create data repositories in the healthcare
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records, trial data, and research findings. This facilitates access to and analysis of the data by healthcare professionals,
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and sharing across institutions, academics, and healthcare practitioners. This can result in the creation of novel cures
and treatments as well as the discovery of patterns and trends in health data that can guide practice and policy. Finally,
data repositories, which frequently have security measures to guard against unwanted access or breaches, can aid
in ensuring the security and privacy of sensitive health data. In conclusion, building data repositories is essential for
enhancing the effectiveness, security, and efficiency of health data management. Therefore, the created data warehouse
is a very valuable artifact for both Machine Learning (ML) and Deep Learning (DL) models as well as decision support
systems. It was created in accordance with the FAIR principles, making it Findable (each record has a unique key),
Accessible (generic usage guidelines), Interoperable (use of internationally recognized and adopted terminologies),
and Reusable (api developed with several endpoints available and dynamically documented).

The main contributions of this work are: The development of an API-accessible real-time data repository for clinical
test findings; The incorporation of HL7 messages from many sources, enabling the creation of a consistent and orderly
data structure that complies with global standards including HL7, ICD-10, LOINC, and FAIR; The data can be used
to anticipate and enhance patient care by feeding dashboards and machine or deep learning models;The potential for
this repository to be a useful tool for healthcare organizations, empowering them to take decisions based on data and
progressively raise the standard of care given to patients.
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