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Abstract

Noncommunicable Diseases (NCDs) are a leading global health challenge, causing 41 million deaths per year. Risk factors include
genetics, environmental factors, and lifestyle choices. Adopting healthy lifestyles can prevent or delay the onset of NCDs, but
health misinformation can lead people to make poor decisions about their health.

To combat this, it is proposed to develop an Intelligent System using Artificial Intelligence techniques to collect and analyze
data from social media about health topics to combat misinformation in public health and forecast NCDs, providing guidelines to
prevent their spread. Methods: A system´s overall architecture is presented ... An innovative and novel solution that addresses the
spread of information concerning health and NCDs contributes to inform public policies and infodemic management strategies
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1. Introduction

Noncommunicable Diseases (NCDs), also known as chronic diseases, are long-term illnesses caused by a com-
bination of genetic, physiological, environmental, and behavioral factors. Cardiovascular diseases, cancers, diabetes,
and chronic respiratory diseases are the most common types of NCDs and they are responsible for a large proportion
of deaths worldwide, accounting for 74% of all deaths globally [1].

This is a serious global health challenge, driven by factors such as growing unplanned urbanization, unhealthy
lifestyles, and population aging [2]. However, most of these risk factors can be modified or controlled through different
strategies, and if they are minimized, it is possible to prevent 80% of all heart disease, stroke, diabetes, and 40% of
malignancies [3]. It is particularly important to prevent NCDs in children and adolescents because the risks of these
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conditions often develop in childhood and can persist into adulthood, increasing the burden for public health and
health systems. Strategies to prevent NCDs in this age group include promoting healthy lifestyles, such as a healthy
diet and healthy 24h movement behavior (e.g., physical activity, sedentary behavior and sleep), through education,
policy, and environmental changes [4].

Social media usage is rising steadily over the world, including in situations related to health issues [5], since it has
resulted in an easily accessible supply of real-time data about what users say and share in online groups [6]. For this
reason, people are increasingly looking for health information from digital sources; however, despite its potential as
an ally in obtaining accurate information, the presence of mis and disinformation on social media is a major concern,
since it can lead people to make poor health decisions [7, 8]. In fact, false information has been demonstrated to be
published twice as frequently as evidence-based information during health emergencies, which generates more panic
and doubts in the population [6]. The COVID-19 pandemic was the most dramatic demonstration of the significance
of fighting mis and disinformation, where it was possible to show how pervasive and damaging it can be [9].

To combat this problem, there has been an increasing focus on infodemic management systems, which are de-
signed to counter the negative effects of spreading misinformation, by promoting accurate and reliable information
and reducing its spread [10]. This can be achieved through various strategies, like having a central source of accurate
information, distributing it via multiple channels, identifying and correcting misinformation, developing strategies to
prevent its spread, and engaging key stakeholders to promote accurate information and counter misinformation [7].
To build such a system for the prevention of NCDs is important to understand how health misinformation and NCDs
risk factors are related, so combating mis and disinformation about healthy habits and lifestyles can help control these
risk factors and minimize the burden of NCDs on individuals and society, especially in the younger age group.

2. Related Work

DataReportal [11] reports that the worldwide mobile population has surpassed 5 billion users in October 2022, and
Li et al. [12] shows that over 70% of individuals use the internet to seek healthcare-related information. However, this
poses a significant health problem as people may easily be misinformed due to the abundance of false information
available online [13]. For these reasons, the identification of health misinformation in social media has piqued the
curiosity of several researchers during the last decade. This section covers several research that focuses on online
social listening to prevent the infodemic in health.

A research team from a college in Lisbon developed the CovidCheck.pt website [14], a project funded by the Gul-
benkian Soluções Digitais Covid-19 initiative. Its goal is to improve official communication and address the main con-
cerns of the Portuguese population about the Covid-19 pandemic, by providing daily updates since May 11, 2020. This
tool mainly aims to identify misinformation that could harm public health and encourage the public to seek reliable
sources. The study analyzes four different aspects of public discourse: official discourse topics, media information,
the public expression on social media (concerning doubts, irresponsible or dishonest behavior, and misinformation),
and public concerns expressed in web searches. After being gathered, the data is encoded, categorised, and confirmed
by psychologists before being converted into suggestions for improving communication with citizens, the elderly, and
other high-risk populations. The site has different sections, one with recommendations that focus on answering ques-
tions and doubts about COVID-19 such as ”can risk groups use homemade masks?” and another section called ”Don’t
be Misled” which is designed to combat misinformation by identifying and correcting false information related to
COVID-19 that circulates in social media.

Klein et al. [15] published a study in which they used a Natural Language Processing (NLP) pipeline to collect
data from Twitter in order to identify potential cases of COVID-19 in the United States that were not based on
testing. They collected English tweets containing keywords related to COVID-19 and applied regular expressions to
identify tweets that suggested the user may have been exposed to the virus. They then trained and evaluated two Deep
Neural Network (DNN) classifiers based on BERT, BERT-Base-Uncased and COVID-Twitter-BERT, on a sample
of the tweets. COVID-Twitter-BERT achieved an F1-score of 0.76 for detecting tweets that self-reported potential
cases of COVID-19. They then applied the automatic pipeline to over 85 million unlabeled tweets collected between
March and August 2020, identifying 13,714 tweets that self-reported potential cases of COVID-19 with US state-level
geolocations.

http://crossmark.crossref.org/dialog/?doi=10.1016/j.procs.2023.03.109&domain=pdf
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The World Health Organization (WHO) and its research partners developed a pilot project called Early Artificial
intelligence-supported Response with Social Listening (EARS) in 20 countries [16]. The project aimed to use social
listening and AI to identify and evaluate public opinions and concerns related to health through a taxonomy. The
EARS project was designed to help detect and respond to potential public health emergencies by quickly analyzing
data from various sources. WHO is collecting data daily from online conversations in publicly available sources,
including Twitter, Facebook public pages, online forums, news comments, and blogs in 30 pilot countries in nine
languages. The data collected from these sources is normalized and sampled to make it usable and in order to make
comparisons between countries with different population sizes and internet access levels fair. The data is collected
by using a query that includes broad COVID-19 keywords, and this is done to control the amount of data that is
processed. Although the project allows for country-level and cross-country comparisons of online conversations, a
human analyst is still needed to identify potential gaps in information and causes of misunderstanding. The collected
data is categorized into defined topics of interest by health information experts and through an analysis of the data.
The data is automatically categorized through semi-supervised Machine Learning (ML) and human quality controls,
and the system adapts to language and cultural differences in each country. Additionally, opinions can be filtered by
intent, such as questions or complaints, which are automatically detected by the system.

Purushothaman et al. in their study [18] aimed to analyze the characteristics of content related to nicotine poison-
ing on the popular social media platform TikTok. They collected posts associated with the hashtag #nicsick using a
Python package (SeleniumHQ), analyzed the content and characteristics of the videos, and analyzed metrics such as
user engagement, video characteristics, and video type. They found that over half of the videos discussed firsthand and
secondhand reports of suspected nicotine poisoning symptoms and experiences. They suggested that digital surveil-
lance on social media platforms like TikTok could be used to detect vaping-related adverse events, particularly among
young people.

Overall, social listening on online platforms has been demonstrated to be a useful method for understanding pub-
lic health concerns, knowledge, and behaviors. By analyzing conversations and content on social media, important
insights can be gained about various health-related topics.

3. Architecture Proposal

Given the context described above, the primary goal of this research is to purpose a solution based on the de-
velopment of an Intelligent System (IS) for preventing NCDs in society by building a social sensing data collection
platform that can gather relevant information from online social media users about lifestyles and health-related topics.
This information will be used to identify potential risk factors for NCDs, such as unhealthy diets, lack of physical
activity, and smoking.

Fig. 1. Social Media Monitoring and Analysis Pipeline.
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The system’s overall architecture, as depicted in Figure 1, illustrates the various stages of development, and it’s
based on the Three-Tier Architecture methodology, which divides computing into three logical and physical tiers:
the data tier, where application data is stored and managed; the application tier, where data is processed; and the
presentation tier.

1. Data Layer

• Define the research question and identify keywords related to NCDs. It is important to search for information
not only about NCDs themselves but also about the risk factors associated with them, such as habits and healthy
lifestyles, diets, access to healthy food, physical exercise, sleep quality, alcohol, and smoking in order to fully
understand the impact on individuals and communities. The keywords related to ”children and teenagers”
are particularly important in this case as it pertains to understanding and addressing the potential impact of
misinformation on the health and well-being of future generations.
• Collect data from social media APIs such as Twitter, Instagram, TikTok, and other online sources of health

information (such as news APIs). In the specific case of TwitterAPI, it is important to collect not only the tweets
but also user information, tweet engagement (likes, retweets), geolocation, URLs cited, and other relevant data.
Web scraping techniques can be useful to gather information from news sources.
• Multi-Agent System (MAS) to control the data collection process. Select the attributes of interest, remove

duplicate data, and export the cleaned data to a MongoDB database. This phase consists to upload a dataset
with attributes already defined in a global way, to facilitate the subsequent cleaning of the data. It can however
be done in parallel with that phase.

2. Application Layer

• Preprocess the data by cleaning and extracting information using NLP techniques. For example, tokenization
can be used to break down the text into individual words or phrases, while stemming or lemmatization can
be used to standardize the word forms. Additionally, techniques such as sentiment analysis, entity recognition,
and named entity recognition (NER) can be applied to identify the polarity, subject, and entities in the text
respectively. Text classification techniques such as bag-of-words or word embeddings can also be utilized to
classify text data into different categories, such as the source of the data, the credibility of the source, etc.
• Store the clean data in a new MongoDB collection or in a file-based Big Data architecture.
• Analyze the data to evaluate its accuracy and reliability. ML algorithms will be used to classify and cluster

the information, in order to determine whether it is valid or not. Furthermore, it can be useful to use input
from health professionals, such as nurses and nutritionists, to evaluate specific information and to identify
misinformation.

3. Presentation Layer

• Online Trends presented in the platform that will be developed to monitor and analyze social media conversa-
tions in real-time to identify trends and patterns related to health topics. This functionality will allow users to
stay informed about the latest health trends and conversations taking place on social media. It can be useful for
public health professionals and policymakers to identify emerging health concerns and take appropriate action,
but also for individual users who want to be aware of current health issues.
• Health Literacy Guidelines provided to the users with clear and easy-to-understand health information that

can help them make informed decisions about their health. The information will be based on scientific evidence
and guidelines and will be regularly updated to ensure it is accurate and up-to-date.
• Didactic Content to atract different type of users with engaging and interactive didactic content such as videos

that make learning about health topics fun and easy, particularly for children.
• Professional Advices from healthcare professionals, such as nurses, psychologists, and nutritionists. The pro-

fessional advice will be based on general health issues and good lifestyle habits that can prevent the appearance
of diseases in the future.
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the information, in order to determine whether it is valid or not. Furthermore, it can be useful to use input
from health professionals, such as nurses and nutritionists, to evaluate specific information and to identify
misinformation.

3. Presentation Layer

• Online Trends presented in the platform that will be developed to monitor and analyze social media conversa-
tions in real-time to identify trends and patterns related to health topics. This functionality will allow users to
stay informed about the latest health trends and conversations taking place on social media. It can be useful for
public health professionals and policymakers to identify emerging health concerns and take appropriate action,
but also for individual users who want to be aware of current health issues.
• Health Literacy Guidelines provided to the users with clear and easy-to-understand health information that

can help them make informed decisions about their health. The information will be based on scientific evidence
and guidelines and will be regularly updated to ensure it is accurate and up-to-date.
• Didactic Content to atract different type of users with engaging and interactive didactic content such as videos

that make learning about health topics fun and easy, particularly for children.
• Professional Advices from healthcare professionals, such as nurses, psychologists, and nutritionists. The pro-

fessional advice will be based on general health issues and good lifestyle habits that can prevent the appearance
of diseases in the future.
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Overall, the goal of this research is to develop an IS that can automatically detect potential health crises and provide
targeted interventions to mitigate their impact on public health by using social sensing data collection. The IS could
be a valuable tool for public health professionals and policymakers in their efforts to prevent NCDs in society.

4. Conclusion and Future Work

The proposed project addresses a critical problem in public health: mis and desinformation about health topics
and NCDs. The proposed solution is an innovative approach that uses AI and NLP techniques to extract relevant
information from social media and provide accurate and up-to-date information to users. The proposed system is a
valuable tool for individuals, public health professionals, and policymakers to improve health literacy and support
evidence-based decision-making on health topics.

However, the project also highlights some difficulties such as the need for dealing with potential biases or in-
accuracies in the data, the complexity of NLP, the development of a multi-agent system to control the real-time data
collection and updates to the platform, and ensuring the information provided on the platform is accurate, reliable, and
in line with public health guidelines and recommendations. Despite these challenges, the proposed system presents a
promising solution to improve health literacy and prevent NCDs, improving public health outcomes and reducing the
burden of NCDs on individuals and society.

Further steps for this project may include conducting a pilot study to test the effectiveness of the proposed system
and gathering feedback from users. This could involve deploying the system in a real-world setting and assessing
its performance in terms of data accuracy. Additionally, further research could be conducted to explore how the
system could be adapted to target specific populations or health conditions, or to incorporate additional data sources.
Another important step would be to evaluate the system’s scalability, in order to adapt to different languages and
cultures. Additionally, an additional feature could be included, which would allow the system to predict NCDs based
on qualitative data such as diet and sedentary lifestyle and quantitative data such as anthropometric information. This
could involve developing a predictive model that uses ML techniques to analyze the data collected from social media,
combined with additional information about life habits and physical form. The model could use this information to
identify patterns and predict a person’s risk of developing an NCD. This feature could also allow users to input their
habits and genetics information, and receive personalized recommendations for reducing their risk of developing an
NCD. This could be a useful feature for individuals to take proactive measures to improve their health and prevent the
onset of NCDs. Finally, it would be important to also consider ethical and legal issues related to data collection and
privacy, to ensure that the platform is compliant with relevant regulations and guidelines.
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